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Introduction

Logistics and supply chains 
have evolved with the passage of 
time. There have been develop-
ments and advancements as per 
the modern needs and require-
ments of the time. But at the same 
time, this evolution and advance-
ment also resulted in increased 
complexity along with a growing 
number of intermediaries. This is 
also affecting companies involved 
in these sectors and resolving these 
complexities is proving to be a chal-
lenge for such companies in the 
coming time because of the enor-
mous involvement of human inter-
mediaries in this area. These inter-
mediaries play several important 
roles such as when it comes to 
serving as enablers in the network 
as well as organizing and coordi-
nating different processes and 
tasks to be performed within the 
network of participants [1, 2]. 
There are several kinds of interme-

diaries. For example, the chatter of 
cargo ships, port managers, cus-
toms officers as well as a provider 
of logistic services and etc. They 
are all important intermediaries 
with important roles in current lo-
gistics and supply chain infrastruc-
ture. But at the same time, they are 
also the reason for high costs and 
sometimes cause failures as well. 
Since blockchain has disrupted 
several sectors around the globe, 
the same way it has great potential 
to transform the logistic and supply 
chain sectors. The technology does 
not only promise to minimize and 
in some cases eliminate the role of 
human intermediaries but it will 
also change the processes such as 
there would be no requirement of 
piles of paperwork in the process of 
cross-border trades and shipments. 
As a result, this will also eliminate 
the role of another intermediary 
which is customs officers [3].

Methodology

The main target of the paper is to 
find out the true potential of block-
chain technology for the logistics 
and supply chain sector. Does block-
chain technology have the capability 
to disrupt, evolve and transform the 
logistics and supply chain sector? If 
yes, what are the possibilities, and 
what are the current use cases 
around the globe. For this purpose, 
the paper analyzes different use cas-

es and pilot projects being imple-
mented around the world in the lo-
gistics and supply chain sectors 
along with how blockchain can re-
solve some of the major issues in lo-
gistics and supply chains such as 
the issue of traceability, trust, the 
immutability of the data, real-time 
information sharing, food safety, 
counterfeiting, child labor, labor 
rights, and etc.
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Results  
Building Transparent Supply Chain

Blockchain is the digital system 
for record-keeping which was devel-
oped for the record-keeping of cryp-
tocurrency networks. But by the 
time, it has been well established that 
supply chain management is another 
area where this emerging technology 
of blockchain has amongst the most 
promising applications to offer along 
with its great potential to help and 
resolve several issues and challenges 
being faced by supply chain partners. 
A complete, tamperproof, and trans-
parent record-keeping ledger can be 
created which would be immutable 
and capable to store the track record 
of the inventory flows along with in-
formation flows and financial flows in 
transactions.

There are many corporations in 
the United States, which are involved 
in exploring and adopting the block-
chain at its initial phase in order to 
find out how this technology could 
help them in their supply chain area 
and whether it has the potential to 
improve their supply chain opera-

tions or not. Among them, seven large 
corporations were selected and stud-
ied to collect information. These com-
panies include IBM, Emerson, Hay-
ward, Mastercard, Corning, and two 
other companies which preferred to 
remain anonymous. These compa-
nies are not limited to any one indus-
try. In fact, they belong to different 
industries including technology, re-
tailing, financial services, and manu-
facturing.

As per the progress and outcomes 
which have been achieved by these 
corporations as a result of their early 
initiatives in the implementation of 
this technology, it is obvious that 
blockchain has the capability to en-
able more cost-efficient and quicker 
delivery of products along with creat-
ing better traceability across the sup-
ply chain by making products more 
traceable. Not only this, but it is also 
helpful in streamlining the process of 
financing along with enhancing coor-
dination and collaboration among 
partners, buyers as well as banks [4].

Blockchain Advantages

Since the year 1990s, the use of 
enterprise resource planning (ERP) 
has contributed to significant prog-
ress in the development of informa-
tion sharing in the supply chain area. 
The companies leading in this in-
clude Procter & Gamble and Walmart. 
Regardless of this progress and devel-
opment, one challenge is still being 

faced by large supply chains of com-
panies that are involved in complex 
transactions. This challenge is how 
they can make their supply chains 
more visible.

If we look into present ERP sys-
tems being used by companies in the 
supply chain area along with finan-
cial-ledger entries of the current 
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world, we find that they still have 
some limitations to them which could 
be resolved with the help of block-
chain. If we take the example of a sce-
nario where retailer, supplier, and 
bank are involved in a simple trans-
action. The retailer is dependent on a 
supplier to source a product from it 
whereas a supplier is dependent on 
the bank in order to get working cap-
ital from it which is required to fill the 
order of the retailer. So if the retailer 
sources a product from a supplier 
and the supplier gets the working 
capital from the bank to fill the order 
of the retailer, this simple transaction 
includes three flows which are inven-
tory flows, financial flows and infor-
mation flows. Now, this is to be noted 
here that given flow does not result in 
financial-ledger entries at all three 
parties involved. At the same time 
even current ERP systems, inspec-
tions, and manual audits are also not 
able to solve the challenge of connect-
ing these three flows in a reliable and 
trustworthy manner. As a result, this 
becomes difficult for corporations to 
improve their decision-making, elim-
inate their execution errors, and res-
olution of conflicts related to their 
supply chain.

In today’s world, supply chains 
are yet to overcome the challenge re-
lated to real-time detection of execu-
tion errors. These execution errors 
include missing of shipments, pay-
ment duplication, and data entry 
mistakes and the realization of these 
mistakes in real-time is still difficult 
to identify in most cases. This espe-
cially proves to be true when it comes 
to those companies which have com-

plex supply chains and are involved 
in thousands of transactions each 
day across their large network of sup-
ply chain products and partners. A 
usual problem which is faced espe-
cially by food companies is when the 
shelf life of their products reaches the 
end in a retail store. A study which 
has been conducted with a major 
manufacturer of packaged foods 
shows that even though it is possible 
to get the information that would re-
veal the number of expired items in 
the store, with the help of inspection 
or audit of the inventory. But it would 
rather be limited and would not be 
sufficient to address the root causes 
of this issue of expiration [4].

There is another approach of in-
ventory marking that has the poten-
tial to strengthen the supply chain 
operations of organizations. In this 
approach, RFID tags (Radio Frequen-
cy Identification) or electronic prod-
uct codes that comply with GSI stan-
dards (globally accepted rules for 
handling supply chain data) could be 
utilized for the marking of the inven-
tory. But this approach also has 
some difficulties when it comes to the 
integration part of ERP systems. The 
experience of the companies included 
in this study shows that when it 
comes to the integration of ERP sys-
tems, the process proves to be quite 
expensive along with time-consum-
ing. Throughout the life of large orga-
nizations, they go through multiple 
mergers and acquisitions along with 
organizational changes and as a re-
sult, they could end up having even 
more than 100 ERP systems to be in-
tegrated with each other. Usually, 
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such systems are so different to each 
other that even the way data fields 
are defined in these systems may dif-
fer to each other. There is also a pos-
sibility that such systems are not 
even capable to communicate easily 
with each other. We take the example 
of a large company included in this 
study which had 17 ledgers in differ-
ent ERP systems associated with a 
single activity – trucking – and on top 
of that, the distributors and suppliers 
of this company had their own led-
gers and ERP systems.

But with the help of blockchain, 
the complexity of such processes 
could be eliminated. When block-
chain is used for the process of re-
cord-keeping, unique identifiers are 
assigned to assets. These include 
units of inventory, loans, orders, and 
bills of lading. In this process, unique 
identifiers serve the role of digital to-
kens (similar to bitcoins). Blockchain 
does not only enable the details cap-
turing of those transactions which 
are not recorded in the system of the 
financial ledger, but it also contains 
such chronological string of blocks 
which makes it capable to integrate 
all three types of flows in the trans-
action. This is one of the many rea-
sons why blockchain has such im-
portance and value in the supply 
chain. This does not end here, in fact, 
each block in the blockchain is en-
crypted and the distribution of these 
encrypted blocks to each participant 
allows them to preserve their own 
copies of the blockchain. It is because 
of these special characteristics of 
blockchain which make it capable to 
provide a complete, immutable, trust-

worthy, and reliable audit trail of all 
activities included in these three cat-
egories in the supply chain.

Blockchain also provides the op-
portunity for banks to utilize its po-
tential in order to improve their sup-
ply chain financing. Usually, when it 
comes to lending decisions, there is a 
series of procedures and processes to 
be performed by banks that are not 
only tedious but also vulnerable to 
errors. These processes include fi-
nancial reviews as well as physical 
audits. But with the help of block-
chain, transactions between suppli-
ers and retailers can easily be verified 
by banks without having to perform 
such processes as they can confirm 
these transactions by only reviewing 
them on the blockchain.

Another big plus of blockchain is 
its capability of automating many of 
these functions with the help of smart 
contracts. Smart contracts can exe-
cute transactions automatically with-
out any involvement of manual ef-
forts. They are based on lines of com-
puter code that are designed to obtain 
data from blockchain in which condi-
tions and prerequisites are already 
defined along with functions to be 
performed in both scenarios of either 
fulfilling or failing to fulfill conditions 
and prerequisites. They are well ca-
pable to verify whether contractual 
obligations are fulfilled or not. If yes, 
they can automatically issue the pay-
ments. And if not, payments can be 
refused. Smart contracts are pro-
grammed to be capable of assessing 
the status of transaction and on ba-
sis of this assessment, they can take 
predefined actions automatically 
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such as the reading of ledger entries, 
releasing of payments, and identify-

ing irregularities needing manual in-
tervention [5].

Applications

There are several needs and re-
quirements of the current time in 
the supply chain area which exist-
ing technologies are unable to ad-
dress. In this segment, we are go-

ing to analyze how various appli-
cations of blockchain are being 
utilized by companies included in 
our study in order to meet these 
requirements.

Enhancing Traceability

One of the requirements which 
current technologies are unable to 
tackle is traceability across supply 
chains. In 2013, the Drug Supply 
Chain Security Act was introduced in 
the U.S. The purpose of this act is to 
safeguard consumers of prescription 
drugs from stolen, harmful, or coun-
terfeit products. As a result, compa-
nies are required to enhance trace-
ability so that they are able to moni-
tor and identify such products in 
their supply chains and then be able 
to trace them before they reach to 
customers. As the act mandates com-
pliance, one of the large pharmaceu-
tical companies, which is included in 
this study, has already started a col-
laboration with its supply chain part-
ners for the utilization and imple-
mentation of blockchain in their pro-
cesses for the same purpose.

In this process, all the products of 
the inventory which are drugs are as-
signed and tagged with electronic 
codes. As a result, it enhances trace-
ability in the supply chain because 
this process enables the company to 

preserve the record on the block-
chain-related to each product flow of 
inventory by scanning the tags as-
signed to each product along with 
their movement from one firm to an-
other. This way, it generates a com-
plete track record and history of all 
products across the entire supply 
chain from their source to consumer. 
With the early success of this project 
in the U.S., the company was encour-
aged for broad implementation of 
such pilots and as a result, it initiat-
ed further similar projects in Europe 
and other locations. On the other 
hand, IBM is another leading organi-
zation in this field. It is working in a 
similar direction and progressing to-
wards the transformation of a safer 
and reliable supply chain for food 
products. They are already in part-
nership with Walmart to implement 
and utilize blockchain in order to 
trace and track fresh food products 
which we have already discussed 
above in detail.

When it comes to such implemen-
tation and utilization of blockchain 
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technology, it has very clear and ob-
vious advantages. One of the obvious 
advantages is that it makes it possi-
ble for companies to efficiently recall 
the faulty product in case of any com-
plaint before it’s too late. It also en-
ables the company to identify all sup-
pliers along with production and 
shipment batches of the faulty prod-

uct. Further, it enables participating 
firms to automatically monitor the 
quality of products along with keep-
ing the complete record of tempera-
tures in which products are stored 
during their flows from one place to 
another. It is especially useful in the 
case of perishable food or drug prod-
ucts that are required to be fresh [6]

Reduced Disruptions along with Enhance Efficiency  
and Increased Speed

Emerson, included in our study, 
is a multinational firm and is involved 
in engineering as well as manufactur-
ing activities. As a multinational firm, 
Emerson deals in thousands of prod-
uct components with several custom-
ers, suppliers, and different locations 
around the globe. This includes Em-
erson in the list of firms having com-
plex supply chains.

Emerson President Michael Train 
said, “When a firm has such a com-
plex supply chain, it usually faces 
several challenges. These problems 
are not only limited to the lack of vis-
ibility of goods throughout the supply 
chain, but also include long and un-
predictable delivery times of compo-
nents. And these problems can arise 
even from the slightest disruption or 
delay in any part of the supply chain, 
which will lead to excess inventory 
and disruptions in other parts.”

One approach which could help 
to tackle and overcome such situa-
tions is to form a consensus among 
such companies so that they agree 
to share their production and inven-
tory-allocation data on a centralized 

platform. But this approach would 
require a huge amount of effort and 
time, especially when it comes to 
the process of integration for all 
such companies. Additionally, they 
would have to trust other compa-
nies with their data which most of 
the companies usually feel reluctant 
to do so. Also, such companies will 
have to agree on centralized deci-
sions regardless of considering the 
fact the decision is made by their 
partners or competitors. Such obvi-
ous complications in this approach 
make it unrealistic to be implement-
ed. Considering all these complica-
tions of integration, implementa-
tion, data sharing and trust deficit, 
a more realistic and practical ap-
proach for participating firms will 
be to utilize blockchain for sharing 
required data related to their inven-
tory flows. This will not only allow 
all companies to utilize complete 
and accurate information available 
on a common blockchain database, 
but they would also be free to make 
their own decisions. Additionally, 
when it comes to production man-
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agement as well as order placement 
among participants, utilization of 
Kanban system would be possible 
for participating firms to perform 
such tasks. As a result, all partici-
pating firms will enjoy enhanced 
visibility and access to data related 
to inventory flows across supply 
chains. Hence, resolving the prob-
lem of unexpected lead times, mak-
ing them more predictable.

There are many more companies 
who also believe in the potential of 

this technology. One of these compa-
nies is Hayward, which is a multina-
tional firm and manufactures equip-
ment for swimming pools. Another 
entity that has already begun the im-
plementation process of blockchain 
in its supply chain processes is 
Walmart Canada. In this phase, 
trucking companies that are respon-
sible for supply chain operations in-
cluding transport of its inventory are 
utilizing shared blockchain with 
Walmart. 

Improvement in Contracting,  
Financing and International Transactions

Companies implementing and uti-
lizing blockchain as a reliable data-
base to share their data and informa-
tion related to their inventory along 
with financial transactions and flows 
among participating firms, do not 
only gain significant benefits in the 
area of contracting and supply chain 
financing, in fact, this approach even 
enables them to address and resolve 
a lot of challenges when it comes to 
conducting their business activities 
internationally.

When it comes to financing activ-
ities, banks usually are faced with a 
very common problem in their proce-
dures related to the processing of 
trade credit and working capital to 
applicant parties. The problem is 
caused because of the possible inac-
curacy in the available or provided 
information to the bank related to the 
business of the applicant firm, qual-
ity of assets, and incorrect represen-
tation of the firm’s liabilities. The pos-

sibility of a firm requesting a loan 
from a bank, showing one purpose 
but then using it for a totally different 
purpose cannot be neglected. Anoth-
er possibility is that the firm trying to 
borrow capital from several banks at 
the same time against one same as-
set. Such risks need to be managed 
and to avoid such scenarios and sit-
uations, banks are compelled to take 
risk management measures in order 
to control their risks. But such pro-
cesses often do not only result in 
slowing down the access to capital, 
but also a significant increase in the 
costs of transactions along with re-
ducing the availability of capital to 
smaller firms. These challenges, if not 
addressed with suitable measures 
and solutions, prove to be damaging 
not only for banks but also for firms 
that are in need of cheap working 
capital. Blockchain also has the po-
tential to address such problems and 
improve 



953(35)/2022        Постсоветский материк                                           

Экономика

Blockchain Enabling Tracing of Counterfeit Source

Cross-border trade is another area 
that involves a great deal of manual 
interventions and efforts in its pro-
cesses. Not only that, but it also in-
cludes physical documentation of 
goods being traded from one country 
to another country along with multi-
ple checks, inspections, and verifica-
tions of these goods and their docu-
mentation at each entry and exit port 
of countries involved in the route of 
goods being traded. Additionally, the 
processing of transactions is not only 
slow and inefficient but also proves to 
be much costly. Low to no visibility of 
the shipment’s current status and lo-
cation is another problem faced when 
it comes to international trades.

Companies that are included in 
the study are involved in both types 
of services such as retailing and fi-
nancial services. All of these compa-
nies have already started the imple-
mentation of blockchain technology 
in all three areas of financing, con-
tracting, and cross-border trades. 
When it comes to reconciling the 
process of invoicing, payments and 
purchase orders, participating firms 
find it quite comfortable and easy to 
perform these tasks. Additionally, 
blockchain also provides them the 

capability of tracking the status of 
transactions in process with their 
counterparties. All of this is possi-
ble because of the connecting and 
sharing characteristic of blockchain 
which does not only enable partici-
pating firms to create connectivity 
among financial flows, inventory 
and information but also sharing 
these details with each and every 
participant involved in these trans-
actions. Being a participant of 
transaction, banks have access to 
the blockchain. This enables banks 
to provide working capital to suppli-
ers (without any delay or lengthy 
procedures of verification) as soon 
as the orders are received. The same 
applies when it comes to obtaining 
the payments. As soon as suppliers 
deliver the ordered goods to buyers, 
banks are able to obtain their pay-
ments immediately. Additionally, 
automation of reconciliation pro-
cesses along with audit trail avail-
ability also provides the possibility 
of utilizing such smart applications 
which are based on blockchain 
data. This way, it helps a great deal 
to completely eliminate the possibil-
ity of conflicts between any bank 
and the borrowing party [7].

Utilization of Blockchain in Logistics Operations

MOSOLF is another company in 
the automotive industry that is utiliz-
ing the potential of blockchain tech-
nology in collaboration with Etecture 
GmbH and Lawa Solutions GmbH. 

This is the first blockchain from MO-
SOLF and the developed blockchain 
solution enables MOSOLF to digitally 
create waybills and other documents 
such as consignment notes. When it 
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comes to validation of these digital 
consignment notes and other digital-
ly created documents in this block-
chain solution, smart contracts are 
utilized for this purpose hence prov-
ing to be forgery-proof because of the 
underlying technology distributed 
ledger [8].

Such utilization of blockchain 
technology in the application devel-
oped by MOSOLF, makes it forg-
ery-proof and ensures the security for 
the processes of logistics operations 
and documents with the help of un-
derlying smart contracts being uti-
lized for the validation purpose. The 
purpose behind developing a block-
chain-based solution to be utilized in 
logistics operations is to improve the 
logistics value-added chain of auto-
mobile by making the processes more 
efficient and at the same time im-
proving their security. For this pur-
pose, the utilization of digitalized 
consignment note is necessary. There 

are many stages of logistics opera-
tions and processes that are covered 
by this such as loading of the goods, 
their transportation as well as the 
handover process. This is the docu-
ment that generates a fingerprint 
(hash value) and then this fingerprint 
is transferred to blockchain. Then it 
comes to the blockchain network 
which utilizes smart contracts for the 
purpose of checking and verification 
of the transaction by ensuring its 
uniqueness. Additionally, it also links 
freight document and vehicle with 
each other. Once the process is com-
pleted, blockchain records the trans-
action as valid along with its GPS co-
ordinates as well as timestamp. Par-
ticipants who are authorized to 
access the blockchain can utilize a 
web service in order to check and ver-
ify the authenticity of the identifica-
tion number related to any vehicle 
(VIN) as well as the document of any 
freight [9].

Conclusion

There is no denying the fact that 
supply chains in today’s era are 
prone to many risks and vulnerabili-
ties. They need significant improve-
ments especially when it comes to 
areas such as coordination, end-to-
end traceability of products, financ-
ing, and speed of product delivery. In 
this paper, we analyzed use cases 
and pilot projects of blockchain tech-
nology being implemented by compa-
nies in logistics and supply chain 
sectors. The purpose of this research 
was to find out the capability and 

true potential of blockchain technol-
ogy to transform the logistics and 
supply chain sector and also the cur-
rent status of this technology around 
the globe [10]. As per the experience 
of companies and their use cases in-
cluded in this paper, it has been es-
tablished that blockchain is the tech-
nology that can play a vital role in 
addressing these risks and vulnera-
bilities and can help companies to 
address and overcome the shortcom-
ings in their logistics and supply 
chain areas. But as the technology is 
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new and is still considered to be in its 
early stages of adoption, there is a 
need to assess and realize its true po-
tential especially for those on the 
sidelines. As more and more busi-
nesses are going to be involved in the 
adoption of this technology, it would 
enable further exploration of the un-
realized potentials of blockchain.

But at the same time, this is also 
to be noted that implementation of 
solutions based on blockchain tech-

nology requires a serious amount of 
time, effort, technological and human 
resources as well as investment. This 
is one of the reasons why most small 
companies with limited budgets and 
resources are usually reluctant to be 
involved in blockchain technology. 
But once the organizations success-
fully complete the implementation 
and testing phase, the advantages 
and benefits of this technology are 
huge and also for the long term.
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ПРИМЕНЕНИЕ И ПОТЕНЦИАЛЬНОЕ 
ВЛИЯНИЕ ТЕХНОЛОГИИ БЛОКЧЕЙН  

В ОБЛАСТИ ЛОГИСТИКИ И УПРАВЛЕНИЯ 
ЦЕПЯМИ ПОСТАВОК

Аннотация 

В статье представлен обзор практики применения и потенциального 
воздействия технологии блокчейн в области логистики и управления 
цепями поставок. Авторами проанализирован ряд источников для 
оценки текущего состояния и роли технологии блокчейн в данной 
сфере. Рассмотрены возможные варианты использования, в том 
числе пилотные проекты организаций со всего мира. Выработаны 
предложения по дальнейшему внедрению технологии в систему 
транспортной логистики.
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